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Case study proefschrift 2012: Cloud computing & VS surveillance wetgeving
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towpon | European data stored in the "cloud" could be acquired and inspected by
U.5. law enforcement and intelligence agencies, despite Europe's strong data
protection laws, university researchers have suggested.

“‘"N‘Ht ) Wolters Kluwer

The research paper, titled "Clond Computing in Higher Education and Research
Institutions and the USA Patriat Act,” written by legal experts at the University of
Amsterdam's Institute for Information Law, support previous reports that the
anti-terror Patriot Act could be theoretically used by U.S. law enforcement to bypass




Minister Schippers reageert...

“In Nederland kennen wij een medisch
beroepsgeheim. Er kan dan ook geen sprake
van zijn dat wie dan ook zonder toestemming
in medische gegevens van anderen zit te
neuzen.”

Edith Schippers (VVD)

minister van Volksgezondheid
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Safe Harbor agreement is dead. What
now?

On 6 October 2015, the European Court of Justice ruled on the case
Maximillian Schrems v Data Protection Commissioner. This ruling has
two important parts.

e The Court declared the EU Commission’s decision on the adequacy
of the EU-US Safe Harbor arrangement invalid with immediate
effect.

» The Court underlined the greater powers of national data protection
authorities in supervising outbound transfers of personal data, even if
based on adequacy decisions of the European Commission.

As a consequence of the ruling, the Safe Harbor arrangement is
rendered ineffective. Also, other mechanisms for transferring personal
data to non-adequate countries, such as the EU model contractual
clauses or binding corporate rules, will likely become subject to a higher
level of scrutiny of European data protection authorities, in particular if
they are used for transfers to the US. Following the Court’s ruling,
companies are advised to analyse which of their data transfers are based
on Safe Harbor and distinguish between data transfers through US
based cloud and outsourcing providers, and internal data transfers. We
also advise not entering into any new contracts that refer to Safe Harbor.
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Oorsprong: angst Franse politici voor outsourcing door escort services in 1977
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Simon Nora Algin Minc

I'informatisation
de la sociéteé ...

nouvelle informatique *
et nouvelle croissance

LA DOCUMENTATION FRANCAISE

Andere bron: Andre Lucas, Le droit de I'informatique

(1987), Rapport de la Commission Tricot, p. 38. Met dank aan:
5 Prof. Joel Reidenberg !



Grondleggers Richtlijn 95/46/EG: activistische toezichthouders!

XV D/5020/97-EN final
WP4

The story of the EU privacy directive is embedded in the evolution of na-
tional data privacy efforts. Born from laws passed in the 1970s, the res
sulting independent agencies offered a breeding ground for politically
powerful data privacy advocates. With the rise of transnational business.
activity, data privacy authorities realized the threat to personal privacy
and to their regulatory power. They mobilized political opinion and con-
wrols over data flows to persuade the European Commission and power-
ful member states that the successful completion of a series of European
projects, including the internal market, European Public Administra-
tion, and telecommunications market required European privaq.r rules,
The development of a strong transgovernmental network prior o the

completion of the single market affected the passage and content of the First orientations on Transfers of Personal Data to Third Countries -
directive, . Possible Ways Forward in Assessing Adequacy

WORKING PARTY ON THE PROTECTION OF INDIVIDUALS WITH REGARD
TO THE PROCESSING OF PERSONAL DATA

Discussion Document adopted by the Working Party on 26 June 1997

Bron: A. Newman, Protectors of Privacy, For the Working Party
Cornell University Press 2008, p. 97 The Chairman

P.J. HUSTINX



EU Commissie: lange track record belabberde evaluaties Safe Harbor

Prof. Joel Reidenberg schrijft in een e-mail op 16 november 2016:

Another interesting SH footnote. | did an early study for the Commission in
2001 on the implementation of the SH. The document was under the usual
Commission gag order and because of the unfavourable findings the
Commission refused to release the study. Instead, the Commission staff
issued a White Paper that downplayed many of the findings and took the
unusual step of referencing the report of an “independent consultant”
http://ec.europa.eu/justice/policies/privacy/docs/adequacy/sec-2002-
196/sec-2002-196 en.pdf (see pp. 7-8). [..] Subsequently, in response to
a freedom of information request, the Commission declined to release the
2001 report on the grounds that it would affect foreign policy, though every
trade group in DC and Brussels had copies. You'll note the references in
our 2004 study to the 2001 paper—this was our backhanded way of getting
my 2001 methodology and some of the actual findings out in public.
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EU Charter... Verdrag van Nice Dec. 2000: een schitterend ongeluk?

CONSEIL EUROPEEN

NICE 7 - 8 DECEMBRE 2000




8 april 2014: Digital Rights Ireland a.o. — vernietigt EU Dataretentierichtlijn

FIRDPAS SAVIENTBAS TIESA
EUROPOS SAJUNGOS TEISINGUMO TEISMAS

TRIBUNAL DE JUSTICIA DE LA UNION EUROPEA
SOUDNI DVUR EVROPSKE UNIE AZ EUROPAL UNIO BIROSAGA
DEN EUROPEISKE UNIONS DOMSTOL. F:-_‘r TL-QORTI TAL-GUSTIZZIA TAL-UNJONI EWROPEA
GERICHTSHOF DER EUROPAISCHEN UNION HOF VAN JUSTITIE VAN DE EUROPESE UNIE
& TRYBUNAL SPRAWIEDLIWOSCI UNI EUROPEISKIE

EUROCOPA LIDU KOHUS
AIKAXTHPIO THE EY POINATKHE ENQEHE TRIBUNAL DE JUSTICA DA UNIAQ EUROPEIA
COURT OF JUSTICE OF THE EUROPEAN UNION CVR]A CURTEA DEJUSTITIE A UNIUNI EUROPENE
COUR DE JUSTICE DE L'UNION ELUROPEENNE SUDNY DVOR EUROPSKE) UNIE
CUIRT BHREITHIUNAIS AN AONTAIS EORPAIGH SODISCE EVROPSKE UNUE
SUD EUROPSKE UNUE LUXEMBOURG EUROOPAN UNIONIN TUOMIOISTUIN
CORTE DI GIUSTIZIA DELLUNIONE EUROPEA EUROPEISKA UNIONENS DOMSTOL

ChJl HA EBPOTNERCKHA CLIO

JUDGMENT OF THE COURT (Grand Chamber)

8 April 2014 *

(Electronic communications — Directive 2006/24/EC — Publicly available
electronic communications services or public communications networks
services — Retention of data generated or processed in connection with the
provision of such services — Validity — Articles 7. 8 and 11 of the Charter of
Fundamental Rights of the European Union)

In Joined Cases C-293/12 and C-594/12.

REQUESTS for a preliminary ruling under Article 267 TFEU from the High
Court (Ireland) and the Verfassungsgerichtshof (Austria). made by decisions of 27
January and 28 November 2012. respectively. received at the Cowrt on 11 June
and 19 December 2012, in the proceedings

Digital Rights Ireland Ltd (C-293/12)
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Cruciale ontwikkeling voor privacyjurisprudentie EU Hof

e 'Essence’
- EU Hof ontwikkelt eigen visie op essentie van EU grondrechten
e Bouwt verder in Schrems v. Data Protection Commissioner

» Positieve verplichtingen
- Expliciete opdracht aan EU wetgever om grondrechten te
beschermen
* “No sufficient safeguards to ensure full confidentiality and
integrity” (866)

« Data lokaal opslaan in EU
- Door opslag buiten EU volgens EU Hof (later ook in Schrems):
* Geen waarborg tegen willekeurige toegang
* (Geen garantie op onafhankelijk toezicht
- Zeer controversieel

11
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2. HJEU Schrems: de zin, onzin en realiteit
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6 oktober 2015: Schrems v. Data Protection Commissioner

ChJl HA EBPOTIEACKHA CHIO3 EIROPAS SAVIENIBAS TIESA
TRIBUNAL DE JUSTICIA DE LA UNION EUROPEA EUROPOS SAJUNGOS TEISINGUMO TEISMAS
SOUDNI DVITR EVROPSKE UNIE AZ EUROPAI UNIO BIROSAGA
DEN EUROF. L LINIONS DOMSTOL i & IL-QORTI TAL-GUSTIZZIA TAL-UNIONI EWROPEA
GERICHTSHOF DER EUROPAISCHEN UNION HOF VAN JUSTITIE VAN DE EUROPESE i

EURDOPFA LIDU KOHUS TRYBUNAL SPRAWIEDLIWOSCI UNII EUROPEJSKIES

AIKAETHIO THE EYPOIATKIE ENGYIHE TRIBUNAL DE JUSTICA DA UNIAD EUROPEIA
COURT OF JUSTICE OF THE EUROPEAN UNION CVRIA CURTEA DE JUSTITIE A UNIUNII EUROPENE
COUR DE JUSTICE DE L'UNION EUROPEENNE SUDNY DVOR EUROPSKED UNIE

CUIRT BHREITHIONALS AN AONTAIS EORPAIGH SODISCE EVROPSKE UNUE
SUD EUROPSKE LINUE LUXEMBOURG EUROOPAN UNIONIN TUOMIOISTUIN
CORTE DI GIUSTIZIA DELLUNIONE EUROPEA EUROPEISKA UNIONENS DOMSTOL

JUDGMENT OF THE COURT (Grand Chamber)

6 October 2015 °

(Reference for a preliminary ruling — Personal data — Protection of individuals
with regard to the processing of such data — Charter of Fundamental Rights of
the European Union — Articles 7, 8 and 47 — Directive 95/46/EC — Articles 25
and 28 — Transfer of personal data to third countries — Decision
2000/520/EC — Transfer of personal data to the United States — Inadequate level
of protection — Validity — Complaint by an individual whose data has been
transferred from the European Union to the United States — Powers of the
national supervisory authorities)

In Case C-362/14,

REQUEST for a preliminary ruling under Article 267 TFEU from the High Court
(Ireland), made by decision of 17 July 2014, received at the Court on 25 July
2014, in the proceedings

Maximillian Schrems

v
Data Protection Commissioner,
joined party:
Digital Rights Ireland Ltd,
THE COURT (Grand Chamber),
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De zin... EU Hof komt op voor EU grondrechten

« Essence geschonden door Foreign Intelligence Surveillance Act
- Bulk surveillance
* Verzamelen gegevens zonder welomschreven doel
* Zonder objectief criterium begrenzing toegang gegevens door
Amerikaans autoriteiten
* Gebruik is niet strikt beperkt tot specifieke doelen
* Geen beroepsmogelijkheid Europese burgers in VS

* EU Commissie gefaald in beschermen Europese burgers
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De onzin... Datalocalisatie als bescherming tegen VS inlichtingendiensten

@('R\‘\ | DAY H' Video US World Polifics Enterfinment Health MoneyWat

SIGINT Authority decision tree |

For targeting in response to a valid Foreign Intelligence requirement

Is your target a
- . L'"—'(ft;hif) . . ations e US person? e By ZACKWHITTAKER CESNEWS  June 3o, moig, gi0m FIT
= Foreign Intelligence Surveillance Act o
FISC = Foreign Intelligence Surveillance Court Legal IOOphOIQS COI.“d al Iow
FAA =FISA Amendments Act of 2008 FISC Orders are normally

Is the non-US ] H
EO 12333 = Exceutive Order 12333 of 2008 i e required for this type of wider NSA Survelllance,
c = Classified thority : llection. The
A e A oy 131t 20 No sttt FISA or FAA Secton 103, researchers say

704, ar 705k authority.

s
Is the collection
site inside of the FISC Orders are usually
No United States? required; however, some

additional authorities like
the CAA may apply.

Is the target a Second

Party Citizen or g FAA Section 702
Mo located inside of 2 Certifications applies when
Second Party territory using US Carrier assistance
and the target fits within a
certification target set.*
Executive Order 12333 Yes
applies to the target. Signals Intelligence

Directorate Policy requires

an additional approval to

target Second Party persons, CES NEWS

i . parey e fr o 1 = el
See itional Authoritics Caomment Share Tweet Stumble / @ Email
Lesson for details.
NEW YORK -- Secret loopholes exist that could allow the National Security
Target status: 0 US person OR 0 Non-US person Agency to bypass Fourth Amendment protections to conduct massive domestic
Target locatad: O inside US OR O outside US surveillance on T7.5. citizens, according to leading academics.
Collection site or technigue: O inside US (702, 703} OR O outside US (704, 705b)
The research paper released Monday by researchers at Harvard and Boston
ThSome E'Dl!_:dsl}l[ ?ﬂd ,S('SCSHE? m.a?y bT gh{'lsma!ily k,jcmed inside of the United States however; University details how the T1.5. government could "conduct largely unrestrained

ey are treated like foreign Lonventional Collection sites surveillance on Americans by collecting their network traffic abroad," despite

constitutional protections against warrantless searches.

_ One of the paper's authors, Axel Arnbak of Harvard University's Berkunan Center

for Internet & Society, told CBS News that 11.S. surveillance laws presume
Internet traffic is non-American when it is collected from overseas.
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... en de realiteit: massaal gebruik EU bedrijfsleven van VS clouds

~2.75 miljoen (!) Europese bedrijven in Amerikaanse clouds

~ 26 miljoen ondernemingen in EU.

ca. 1 van de 5 gebruikte cloud computing in 2014,

~ 5 miljoen Europese bedrijven gebruikte cloud computing.

55% van de cloud markt in handen Amerikaanse bedrijven.

Zelfs onder assumptie dat alle andere bedrijven alleen maar data

in EU verwerken, dan nog:
~2,75 miljoen Europese bedrijven die compliance moeten
organiseren voor data doorgifte naar de VS
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De cloud draait door: de stand-alone computer verdwijnt

Shipment forecast of tablets, laptops and desktop PCs worldwide from 2010
to 2020 (in million units)*

600

2010 2011 2012 2013 2014 2015 2016** 2019** 2020%*

B Desktop-PCs M Laptops Tablets

Source: Additional Information:
IDC Worldwide; IDC; 2010 to 2015
© Statista 2016




De cloud draait verder door: Quantum Computing in zicht

Quantum Information P 5 I_ll__[_I['ErFrF‘—EILIEu L%jﬁ@'ﬂﬁt@lgﬂ u—%m

Bit bit s e e e L ey
it versus Qubi &Eﬁl—_‘nﬁﬁpjﬂﬁh%&

3 _...‘ == '_.|_|._'._.=|-| =

e e
1 hem U 0 g M = S L I =

De digitale bit: één toestand De binaire computer: één oplossing per poging...

De quantum bit: alle toestanden ineens De Quantum computer: alle pogingen ineens!
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Moore's Law on Steroids: linair (2 x n) versus exponentieel (2”)

Verdubbeling computerkracht Titan evenveel bits Verdubbeling Titan met maar één qubit

2 X N 2 tot de macht n

19



Prof. Kouwenhoven: over 20 jaar 4 qguantumcomputers voor iedereen. In de cloud.

Uiy ZACK WHITTAKER CBE NEWS Depember 4, 2009, 2:50 FM

Patriot Act can "obtain" data

3 Comments =~ Shares Tweels Stumble Emall More +

ronpen | Furopean data stored in the "cloud” could be acquired and inspected by
U.5. law enforcement and intelligence agencies, despite Europe's strong data
protection laws, university researchers have suggested.

. The research paper, titled "Cloud Computing in Higher Eduecation and Research
Z I e - http " //q u teC h n |/ Institutions and the USA Patriot Act,” written by legal experts at the University of

- z z Amsterdam's Institute for Information Law, support previous reports that the
anti-terror Patriot Act could be theoretically used by U.S. law enforcement to bypass

20 Onvoorstelbare impact op privacy en beveiliging


http://qutech.nl/

Op het menu

3. Het Privacy Shield: een tussenstand
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Privacy Shield van kracht

EU-US Privacy Shield van kracht sinds 1 augustus 2016
* Voor organisaties onder toezicht Federal Trade Commission of
Department of Transportation

* 200+ deelnemers: Microsoft, Salesforce, Oracle, Google, Facebook

- Zie https://www.privacyshield.qgov/list

* Een ombudsman voor klachten van Europeanen in de VS
* Maar...

- Adherence to these Principles may be limited: [...] to the extent
necessary to meet national security, public interest, or law
enforcement requirements

22


https://www.privacyshield.gov/list

Wat houdt een Privacy Shield certification in?

Compliance met verplichtingen Privacy Shield, zoals:
« Jaarlijkse zelf certificering en verificatie
 Publicatie privacy policy
» Beveiliging en doelbinding
* Individu heeft toegang en controle over data
* Interne klachtenafhandeling
* Opt-out individu van verdere verwerking

Accountability verdere doorgifte:
» Contracten ter waarborging:
I.  Zelfde beschermingsniveau als onder Privacy Shield en
ii.  Verwerking beperkte en specifieke doeleinden
» Aanvullende verplichtingen bij doorgifte aan bewerker

Bijkomende verplichtingen verwerking bijzondere persoonsgegevens,
HR data, etc.



Sancties

* Naming & shaming

* Verwijderen data

* Schorsing en opheffing keurmerk

* Compensatie individu voor verloren data

* Boetes:
- FTC: max. USD 40,000 per geval of dag dat inbreuk voortduurt
- DoT: max. USD 32,140 per geval

24



Einde aan de onzekerheid?

Reactie Artikel 29 Werkgroep — 1 juli 2016
e Zorgen:
- Geen specifieke regels over automated decision making
- Geen algemeen recht weigering verwerking persoonsgegevens
- Onduidelijk over de rol van bewerkers
- Gebrekkige onafhankelijkheid en bevoegdheden Ombudsman
- Geen garanties rondom bulk surveillance
* Kom ik zo op terug

e Zal "spoedig" guidance bieden aan verplichtingen verantwoordelijke

* Aankondiging: eerste jaarlijkse evaluatie is essentieel (zomer 2017)
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Internationale doorgifte in "Sweet Spot" voor handhaving

"Sweet Spot voor Toezichthouders"
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November 2016: Duitse toezichthouders onderzoeken 500 ‘random' bedrijven

DE BRAUW How can we help you . th¥lR CAREERS ©
BLACKSTONE

ERE SOLUTIONS & TOOLS EXPERTISE NEWS & EVENTS PEOPLE DE BRAUW

7 November 2016 Latest legal alerts [>]

All Legal alerts [>]

German privacy authorities launch
coordinated audit of international
data transfers

Ten German data protection authorities (“DPAs") will conduct a
coordinated audit of cross-border data transfers at 500-randomly
selected German companies. The audit was announced by the Data
Protection Authorities of Bavaria and Berlin on behalf of other DPAs on
3 November 2016. The audit is aimed at raising awareness among the
companies on the outbound transfers of personal data they process and
data processing operations outside the European Ecanomic Area. This
includes intra-group data transfers, cloud solutions and any other
transfers to third parties. The audit results can lead to a more thorough
investigation and enforcement actions by the DPAs.

Companies that receive the questionnaire should carefully review the
guestions and provide general information on data transfers, the grounds
for transfers and safeguards used in cases where transfers are made to
countries without adequate data protection regimes. If any non-
compliant transfers are being currently made, we suggest that
companies not wait for follow-up from the DPAs, but that they instead
take immediate actions to remediate non-compliance.

In addition, companies doing business in the EU or targeting European
citizens should review and assess their processing operations involving
personal data. The DPA's questionnaire provides a good general
checklist for scrutinising which company’s internal processes contain
data operations that fall under personal data protection law. Here is the
unofficial English translation of the questionnaire for your convenience.
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Eerste evaluatie Privacy Shield door WP29 in zomer 2017 meets... The Donald.

28



Privacybeleid Trump onbekend — voortekenen niet best

ia PP News Connect Train Certify Resources Conferences Join

The Washington Post

The Privacy Advisor

Original reporting and feature articles on the latest privacy developments

Intelligence community is already feeling a sense of dread
about Trump

The Trump effect on
Privacy Shield: ‘There’s a
great deal that’s unknown’

a David Meyer

The Privacy Advisor | Nov 15, 2016

0060000
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Bovendien: Digital Rights Ireland strikes again

Beroep ingesteld op 16 september 2016 — Digital Rights Ireland/Commissie
(Zaak T-670/16)
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En Standard Contractual Clauses dan? Schrems strikes again

An Coimisinéir Data Protection
Cosanta Sonrai Commissioner

UFPDATE ON LITIGATION INVOLVING FACEEQOK AND MAXIMILIAN SCHREMS

Explanatory Memo

Summary

on 31 May 2016, the Data Protection Commissioner (DPC) commenced proceedings in the Irish High Court. The purpose of the
proceedings is to seek a reference to the Court of Justice of the European Union (CJEU) in relation to the “standard contractual
clauses” mechanism under which, at present, personal data can be transferred from the EU to the US.

While the DPC does not seek any specific relief against Mr Schrems or Facebook Ireland Limited (FB). both of those parties
were joined to the proceedings because the outcome of the case will impact on the DPC's consideration of Mr Schrems’
complaint against Facebook (see further below). By joining Mr Schrems and FB to the proceedings, the DPC also ensured that
those parties would have an opportunity (but not an obligation) to pariicipate in the proceedings.

The purpose of this note is to explain the background to the case, the reasons why the DPC has taken the case and the current
position in the High Court as of September 2016.

Hoorzittingen in lerse High Court: 7 februari 2017
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EU Commissie voelt de bui hangen: "SCCs herzien"

LEXOLOGY.

Newsfeed Navigator

& view original | &4 Forward & Print | [J Read Later | =% Share | © Follow

Register now for your free, tailored, daily legal newsfeed service.

Questions? Please contact ¢ SIS erv ) RengtEl’

Expected Soon: Modifications of the Standard Contractual Clauses
Password Protected

McGuireWoods LLP

MCcGUIREWOODS

European Union | October 19 2016

The European Commission very recently presented two draft implementing decisions amending the existing adequacy

decision on standard contractual clauses.

These drafts were presented to the Article 31 Committee, which is composed of Members State representatives who

assist the European Commission concerning the protection of mdividuals with regard to the processing of personal data.

This presentation is a consequence of the Sc/irems ruling and past declarations of the Article 29 Working Party that

standard contractual clauses remam under scrutmy.

The summary by the Article 31 Committee speaks for stself: “In Schrems, the Court invalidated Article 3 of the Safe
Harbour adequacy decision because it found that the Commission exceeded its powers in imposing limitations on the
powers of national supervisory authorities (DPAs) to suspend and prohibit data flows. Since a comparable provision
restricting the powers of DPAs 15 present in the existing adequacy and SCCs decisions, the main objective of the
proposed draft amending decisions is to remove any such restriction, thereby ensuring that the DPAs can use all the

powers provided under EU and national law.”
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4. EU-US data transfer governance: constitutionele pijnpunten
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VS constitutie en wetgeving bieden geen bescherming aan Europeanen

"The United States does conduct espionage,”" and the Fourth Amendment
to the Constitution protecting the privacy of American citizens "is not an
international treaty," former CIA and National Security Agency Director
Michael Hayden said.

Jurisprudentie: Supreme Court: United States v. Verdugo-
Urquidez, 494 U.S. 284, 297 (1990)
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Zonder constitutionele eis, gaat Trump de VS wetgeving (FISA) aanpassen?
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Gaat de EU Commissie de FISA aanpassen?

Prof. Joel Reidenberg schrijft in een e-mail op 16 november 2016:

Another interesting SH footnote. | did an early study for the Commission in
2001 on the implementation of the SH. The document was under the usual
Commission gag order and because of the unfavourable findings the
Commission refused to release the study. Instead, the Commission staff
issued a White Paper that downplayed many of the findings and took the
unusual step of referencing the report of an “independent consultant”
http://ec.europa.eu/justice/policies/privacy/docs/adequacy/sec-2002-
196/sec-2002-196 en.pdf (see pp. 7-8). [..] Subsequently, in response to
a freedom of information request, the Commission declined to release the
2001 report on the grounds that it would affect foreign policy, though every
trade group in DC and Brussels had copies. You'll note the references in
our 2004 study to the 2001 paper—this was our backhanded way of getting
my 2001 methodology and some of the actual findings out in public.
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Gaat de Art. 29 Werkgroep Amerikaanse wetgeving (FISA) aanpassen?

Reactie artikel 29 Werkgroep — 1 juli 2016

Geen garanties rondom bulk surveillance
* Kom ik zo op terug

* Aankondiging: eerste jaarlijkse evaluatie is essentieel (zomer 2017)
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Waar andere oplossingen uitblijven, is het EU Hof in "Dragon Slaying Mode"

... Of: het EU Hof is ook aardig politiek aan het bedrijven ...
38
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5. De opkomst van de procederende Nederlandse consument
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Opkomst in NL van procederende consument in het kielzog van Schrems

@] PRIVACY FIRST Overons  Thema's Media  Campagnes  Solutions Contact
elgen keuzes In een viije omgeving

Rechtszaken

Hier vindt u alle openbare informatie over de rechtszaken wan Stichting Privacy First, waaronder ons Paspooriproces tegen de Staat in verband met de
opslag van vingerafdrukken onder de nieuwe Paspoortwet.

\

Bewaarplicht Burgers tegen Plasterk i
Telecommunicatie (AIVD/NSA) g

Kentekenparkeren Paspoortproces

: We hebben grote ambities [..],
Trajectcontrole Wob-procedures we hopen VOlgend Jaar onze

o ene | eerste rechtszaak te doen.
Nieuwe megazaak dreigt tegen wetsvoorstel ANPR Shz‘n;m; = BItS Of FreedOm
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Brede agenda: niet alleen overheidssurveillance, ook bedrijfsleven & 'big data’

“ consumentenbond

w Tests Besparen Haal je recht Actie voeren Community Klante

Home > Nieuws : 2016

Bodemprocedure tegen Samsung van start

% Babs van der Staak
Nieuws De Consumentenbond spant een bodemprocedure aan tegen ¥ @ VWoordvoerder
Samsung vanwege zijn gebrekkige software-updatebeleid voor Android- Genitilesert op: i1 noveriber 3518
smartphones. Volgens de Consumentenbond is Samsung verplicht zijn

smartphones veilig te houden door tijdig updates van Android ter beschikking

te stellen en creéert Samsung een onveilige situatie voor consumenten door

dit na te laten.
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Bredere trend in samenleving
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6. En... Wat nu?
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Franse politici blijven affaires hebben ...

Simon Nora Algin Minc

I'informatisation
de la sociéteé ...

nouvelle informatique *
et nouvelle croissance

LA DOCUMENTATION FRANCAISE

Andere bron: Andre Lucas, Le droit de I'informatique

(1987), Rapport de la Commission Tricot, p. 38. Met dank aan:
44 Prof. Joel Reidenberg !



Spionnen blijven spioneren ...

@('R\‘\ | DAY H' Video US World Polifics Enterfinment Health MoneyWat

SIGINT Authority decision tree |

For targeting in response to a valid Foreign Intelligence requirement

Is your target a
- . L'"—'(ft;hif) . . ations e US person? e By ZACKWHITTAKER CESNEWS  June 3o, moig, gi0m FIT
= Foreign Intelligence Surveillance Act o
FISC = Foreign Intelligence Surveillance Court Legal IOOphOIQS COI.“d al Iow
FAA =FISA Amendments Act of 2008 FISC Orders are normally

Is the non-US ] H
EO 12333 = Exceutive Order 12333 of 2008 i e required for this type of wider NSA Survelllance,
c = Classified thority : llection. The
A e A oy 131t 20 No sttt FISA or FAA Secton 103, researchers say

704, ar 705k authority.

s
Is the collection
site inside of the FISC Orders are usually
No United States? required; however, some

additional authorities like
the CAA may apply.

Is the target a Second

Party Citizen or g FAA Section 702
Mo located inside of 2 Certifications applies when
Second Party territory using US Carrier assistance
and the target fits within a
certification target set.*
Executive Order 12333 Yes
applies to the target. Signals Intelligence

Directorate Policy requires

an additional approval to

target Second Party persons, CES NEWS

i . parey e fr o 1 = el
See itional Authoritics Caomment Share Tweet Stumble / @ Email
Lesson for details.
NEW YORK -- Secret loopholes exist that could allow the National Security
Target status: 0 US person OR 0 Non-US person Agency to bypass Fourth Amendment protections to conduct massive domestic
Target locatad: O inside US OR O outside US surveillance on T7.5. citizens, according to leading academics.
Collection site or technigue: O inside US (702, 703} OR O outside US (704, 705b)
The research paper released Monday by researchers at Harvard and Boston
ThSome E'Dl!_:dsl}l[ ?ﬂd ,S('SCSHE? m.a?y bT gh{'lsma!ily k,jcmed inside of the United States however; University details how the T1.5. government could "conduct largely unrestrained

ey are treated like foreign Lonventional Collection sites surveillance on Americans by collecting their network traffic abroad," despite

constitutional protections against warrantless searches.

_ One of the paper's authors, Axel Arnbak of Harvard University's Berkunan Center

for Internet & Society, told CBS News that 11.S. surveillance laws presume
Internet traffic is non-American when it is collected from overseas.
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Toezichthouders blijven activistisch ...

XV D/5020/97-EN final
WP4

The story of the EU privacy directive is embedded in the evolution of na-
tional data privacy efforts. Born from laws passed in the 1970s, the res
sulting independent agencies offered a breeding ground for politically
powerful data privacy advocates. With the rise of transnational business.
activity, data privacy authorities realized the threat to personal privacy
and to their regulatory power. They mobilized political opinion and con-
wrols over data flows to persuade the European Commission and power-
ful member states that the successful completion of a series of European
projects, including the internal market, European Public Administra-
tion, and telecommunications market required European privaq.r rules,
The development of a strong transgovernmental network prior o the

completion of the single market affected the passage and content of the First orientations on Transfers of Personal Data to Third Countries -
directive, . Possible Ways Forward in Assessing Adequacy

WORKING PARTY ON THE PROTECTION OF INDIVIDUALS WITH REGARD
TO THE PROCESSING OF PERSONAL DATA

Discussion Document adopted by the Working Party on 26 June 1997

Bron: A. Newman, Protectors of Privacy, For the Working Party
Cornell University Press 2008, p. 97 The Chairman

P.J. HUSTINX
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De Commissie blijft de Commissie ...

EuroPEAN COMMISSION
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EU rechters blijven nog wel even genieten van nieuwe heldenrol ...
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Consumentenorganisaties gaan meer procederen ...

@] PRIVACY FIRST Overons  Thema's Media  Campagnes  Solutions Contact
elgen keuzes In een viije omgeving

Rechtszaken

Hier vindt u alle openbare informatie over de rechtszaken wan Stichting Privacy First, waaronder ons Paspooriproces tegen de Staat in verband met de
opslag van vingerafdrukken onder de nieuwe Paspoortwet.

\

Bewaarplicht Burgers tegen Plasterk i
Telecommunicatie (AIVD/NSA) g

Kentekenparkeren Paspoortproces

: We hebben grote ambities [..],
Trajectcontrole Wob-procedures we hopen VOlgend Jaar onze

o ene | eerste rechtszaak te doen.
Nieuwe megazaak dreigt tegen wetsvoorstel ANPR Shz‘n;m; = BItS Of FreedOm
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Dus... Gelukkig blijft er nog wel even werk voor privacyjuristen!

Vragen?
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